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Cyber Security

Cyber security is the practice of defending computers, servers, mobile devices, electronic systems, net
malicious attacks.

» Network security
v securing a computer network from intruders, whether targeted attackers or opportunistic malware.
» Application security
v keeping software and devices free of threats.
» Information security
v protects the integrity and privacy of data, both in storage and in transit.
» Operational security
v processes and decisions for handling and protecting data assets.
v permissions to users in accessing network, data.
Disaster recovery and business continuity
v responds to a cyber-security incident-loss of operations or data.
Disaster recovery policies
v Business continuity is the plan the organization falls back on while trying to operate without certain reso
End-user education
v~ most unpredictable cyber-security factor: people.
Trainings and awareness




CyberSecurity

» Well established needs for secure communication
v Network Security
v~ Communication Security
v~ War time communication
v Business transactions, Social Media etc.

» Requirements of secure communication
v Confidentiality(Secrecy)
o Only intended receiver understands the message
v Authentication
o Sender and receiver need to confirm each others identity
v Message Integrity

o Ensure that their communication has not been altered, either maliciously or by a
transmission

Cryptography is the science of secret, or hidde
writing.




Cryptology

® Cryptography: process of making and
using codes to secure transmission of
information

read contents of
message from Bob

® Encryption: converting original Darth
message into a form unreadable

® Decryption: Decrypting unreadable
message into a readable form.

® Cryptanalysis: process of obtaining
original message from encrypted message
without knowing key.

® Cryptology: combines cryptography and
cryptanalysis



Goals of Crypto

» Confidentiality is the concealment of information or resources

({4

» E.g., only sender, intended receiver should “understand’

contents

» Authenticity is the identification and assurance of the o
information.

» Integrity refers to the trustworthiness of data or resources in te
preventing improper and unauthorized changes.

» Availability refers to the ability to use the information or resource desi



Security Mechanisms

» Specific security mechanisms:
- Encipherment
- Digital signatures
- Access controls
- Data integrity

- Authentication exchange




General idea of traditional cipher

» Cipher is a method for encrypting messages

Plaintext

Encryption
algorithm

Secure key-exchange channel Decryption
J ----ﬁ_> algorithm

Shared Shared
secret key secret key

Ciphertext Ciphertext

| Insecure channel |

Fig: Enc-Dec Prc

» Encryption algorithms are standardized & published
» The key which is an input to the algorithm is secret
« Key isa string of numbers or characters

 [f same key is used for encryption & decryption the algorithm is called symix
 [If different keys are used for encryption & decryption the algorithm is ca



Cryptograpny components

Types | Cryptography |
| Symmetric-key | | Asymmetric-key |

Secret-key Public-key

Keys used In cryptography

Secret key

Symmetric-key cryptography Asymmetric-key cryptography




Symmetric key ciphers and
Applications




Process of Symmetric key ciphers

(a) Stream Cipher Using Algorithmic Bit Stream Generator

e il e
I Plaintext I
Key
(K) algorithm

- -
b bits

(b) Block Cipher




Wireless communication- GSM

» Mutual Authentication with Replay Protection

» Protection of sighalling data
» Secure negotiation of protection algorithms
» Integrity protection and origin authentication
» Confidentiality

» Protection of user data payload
» Confidentiality

» “Open” algorithms (block-ciphers) basis for security
» AES for authentication and key agreement
» Kasumi for confidentiality/integrity

» Security level (key sizes): 128 bits

» Protection further into the network




A5/1 Cipher

»Encrypts GSM communication
» GSM communication organized in frames
»1 frame = 114 bits in each direction

»Stream cipher
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» produces the keystream KS being xored with the
plaintext P to form ciphertext C

C=P&®
//;;::, 010010011101010010101
///’ 111101101001000000000 P

C

1011171101000100701019
KS
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UMTS - Security

Integrity & Confidentiality
UIA & UEA algorithms (based on KASUMI)
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UMTS — Authentication and Key Agreement A <4
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UMTS AKA Algorithms
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Comparison of Security Mechanisms

GSM GPRS WCDMA

Confidentiality

. A5/1 & GEAl & UEA (f8)
- Algorithm AG/2 A5/3 GEA? GEA3
- Key length 64 (54) 64 (128) 64 (40) 64 (128) 128
- Public review No “Yes” No No Yes
- Signalling Yes Yes Yes Yes Yes
- User data Yes Yes Yes Yes Yes
- Deployed Yes No Yes No ongoing
Integrity
- Algorithm - - - - UIA (f9)
- Key length - - - - 128
- Tag length 32
- Public review - - - - Yes
- Signalling - - - - Yes
- User data - - - - No
- Deployed - - - - ongoing




Secure Sockets Layer
Transport Layer Security

» Transport Layer Security defined in
RFC 2246

» SSL general-purpose service

» Set of protocols that rely on
TCP

» Two implementation options sms
» Part of underlying protocol suite
» Transparent to applications s
» Embedded in specific packages D

» E.g. Netscape and Microsoft
Explorer and most Web
servers |

Minor differences between SSLv3
and TLS

Daft fidentiality usi d f d fi
is shide illustrates the use of end-to-end encryption mechanism to maintain data confidentiality and secure digita fthis slide is to demensirate how data can be transformed into an encrypted for

igital ecosysiems. The purpose of

0 ‘ Stored data can be selectively encrypted to protect
it from unauthorised access at the field level

0 Such information is protected against unauthorised
access by encrypting conversations

Transmitted information has to be secured against
invasive methods (like sniffer programmes) that can
record data and track network activities

@ € Addtext here

‘ Add text here




SSL Architecture

» SSL uses TCP to provide reliable end-to-end secure service
» SSL two layers of protocols

» Record Protocol provides basic security services to various
higher-layer protocols

» In particular, HTTP can operate on top of SSL
» Three higher-layer protocols
» Handshake Protocol
» Change Cipher Spec Protocol
» Alert Protocol
» Used in management of SSL exchanges (see later)




Protocols for Secure Communicatio

» Securing TCP/IP with IPSec

» Internet Protocol Security (IPSec): open-source protocol to secure
communications across any IP-based network

» IPSec designed to protect data integrity, user confidentiality, and
authenticity at IP packet level

» |IPSec combines several different cryptosystems: Diffie-Hellman; public
key cryptography; bulk encryption algorithms; digital certificates, AES,
3-DES.




Public key Cryptography




Public Key
Cryptography

Public-key Cryptography

()o:2:n @-

Encrypted Decryption Message

"}E' ‘ Message ﬁ ‘3_4&

Receiver's Public Key Receiver's Private Key
Digital Signatures

|
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Message Sign Signed Verify Signature Message +

‘ Message Signature
% h
Sender’s Private Key %:‘

Sender’s Public Key

o
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Message Encryption




Public Key Cryptography

A 4 A Key calculation BOb!

| : (e, n) Select p, q

To public n=p=q
Select e and d

Private | (1)

C: Ciphertext i

P= Cd mod n P
Plaintex

p—> C=P®modn
Plaintext Encryption

Decryption
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Public Key

3082
0d59
2586
345f
cl05
6856
9cbb
£f92a

0led
bf3e
94ed
8c'lc
68fd
739
f2cb
54fb

£f267
clce
6356
4c08
ebb’/
2C12
5b10
££78

0142
4367
f£70
299d
a%991
38b0
f82e
41bc

RSA Key pair

(including Algorithm identifier)

[2048 bit]

Private Key
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€| Key Exchange: Diffie-Helma

The values of
p and g are public.

Shared secret key




ENCRYPTION

Message 1

Central to the growth of e-commerce and e-
governance is the issue of trust in electronic
environment.

: crypted Message 1

92468 5be49f0b9cab28d755aaa9cd9857
1b275bbbC 05e6931e856ca3eb5e569edc
135285482

Message 2

The Internet knows no 0%
has redefined time and spacc:
computer and telecommunication technologles
have led to the explosive growth of the Internet.
This in turn is affecting the methods of
communication, work, study, education,
interaction, leisure, health, governance, trade and
commerce.

crypted Message 2

h61a770f947ca856cd675463f1c95a
f80830c87f5715f5f59334975

Different Keys

[Keys of a pair — Public and Private]

0

DECRYPTION %

Encrypted Message 1

9246894335bed49f0b9cab28d755aaa9cd98
75bbb0adb405e6931e856ca3e5e569edd13E
82

Message 1

Central to the growth of e-commerce | and
governance is the issue of trust in electro
environment.

Encrypted Message 2

a520eecb61a770f947ca856cd675463f1c95a9a2b8
d4e6a71f80830c87f5715f5f59334978dd7e97da07
07b48a1138d77ced56feba2b467c398683c7dbeb8
6b854f120606a7ael1led934f5703672adab0d7be66
dccdela763c736cb9001d0731d541106f50bb7e54
240c40ba780b7a553bea570b99c9ab3df13d75f8cc
fdddeaaf3a749fd1411

Message 2

The Internet knows no geographical boundaries. It has
redefined time and space. Advances in computer and
telecommunication technologies have led to
explosive growth of the Internet. This in tur
affecting the methods of communication, work,
education, interaction, leisure, health, governancg
and commerce.




Crypto in Real World

i

oo, !

Fiy
~

Firewall

s l. -
.
.
. .
-
' 0V UE 000 04
: : T ~

.‘4 ;:' ' 1 '000405“.
%3




WhatsApp Security

* Encryption Standard:

WhatsApp uses Signal
Protocol, a cryptographic
protocol developed by Open
Systems Whispers.

*Signal Protocol is based on
well-established cryptographic
primitives and is widely
regarded as one of the most
secure messaging protocols
available.




How WhatsApp encryptions works

Elliptic Curve Diffie-Hellman (ECDH):
*ECDH is used for key exchange.

AES (Advanced EncryptIOn Standard) HOW END-TO-END ENCRYPTION WORKS
*WhatsApp uses AES-256 in Galois/Counter

Mode (GCM) for symmetric encryption of the

message content. - ol o
L / SERVER \
HMAC (Hash-Based Message Authentication

i t o

Code):
*HMAC-SHA256 is used for message integrity USERA T, SERE
and authenticity. It ensures that messages ENCRYPTEDMESSAGE  ONLY IF BOTHKEYS AREFOUND
have not been tampered with during
transmission. _——

EdDSA (Edwards-Curve Digital Signature
Algorithm):
*EdDSA is used to sigh messages and verify
the authenticity of public keys.




End-to-End
Encryption Explained

When Allce starts the app,

' aprivats and f ¢ key When Bob writes to Alice,
\ are generated her p 2 key is retrieved
and used to encrypt his
Alice's |7 = key never message in such a way
leaves her phone that only Alice's | T o Alice |

key can decrypt it. @ The gold

IS under

Her PUBIC key is stored my SOckKs. |

on a server, available to all
who send her a message.

n n i

The file is recelved by An encrypted file is

Alice and her [ 1z key sent through the server
IS used to decrypt the to Alice.

message.

Prime Numbers & Encryption

11 X =i 17,425,170

The product of 2 large random prime The number of digits in the largest known
numbers is the backbone of encryption. prime number.

Cracking the encryption means (h Thep ¢ key is made up in part by
figuring out the 2 factors. Using calculatlng the number of integers
brute-force, it takes decades with that share no common factors, that
today's computers. If the 2 numbers are less than the product of the 2
are known (a privats key), a split prime numbers (encryption is
second is all it takes. supposed to be confusing).

Applications of
End-to-End Encryption (E2EE)
for Secure Communication

_@ Instant messaging

i,‘*\ Social Media Messaging

N O WhatsApp, Signal & iIMessage

Email

Enhance privacy 9,

of users emails ™M

VPNs

Frotect data
from hacking

Online Banking //n\\

Protect consumers' “ $ T
financial information privacy

—|— Healthcare Institutions
Safeguard clinical information
/y & sensible data of the patient.




Cryptography : History - Timelines

Spartan scytale/  Vignere  Vernal cipher/ DES Digital AES :
stegnography  cipher  one-time pad  algorithm signature  algorithm ECC Blockchain
Fig: Milestones B.C 1465 1917 1975 1989 2001 2005 2009
50B.C 1800 1920 1977 1997 2004 2008 2021
Ceasar shift/ Jefferson German RSA Hash cash SHA-3 Bitcoin Quantum
Julius cipher  wheel cipher ~ enigma cryptosystem algorithm cryptography
Goldwasser-
Micali Digital _
1934  Signature Hybrid
e NTRU Lattices 2%
Elliptic 1996 2004
Curve
1985
' PO
1980 1990 2000 2005 2010 2015 Present

1978
McEliece

2010
Fully

Homomorphic

ElGamal
1895

Fig : PKC




Quantum and Post Quantum




Quantum computer threat

» Quantum computing is an area of computer science that le
the principles of quantum mechanics to perform computatio
would be infeasible for classical computers.

» Key Concept: Unlike classical computers, which use binary bit
1), quantum computers use quantum bits or qubits.




Classical vs. Quantum Computing

» Classical Computing:
» Uses bits (0 or 1).
» Works with deterministic algorithmes.
» Performs computations sequentially.

» Quantum Computing:

» Uses qubits (superposition of states).
» Leverages quantum algorithms (e.g., Shor's, Grover’s).
» Can perform parallel computations using quantum states.




Applications of Quantum Computing

» Cryptography: Breaking traditional encryption
schemes (e.g., RSA) and developing quantum-
resistant algorithms.

» Optimization Problems: Solving complex
optimization problems in logistics, finance, and
manufacturing.

» Simulating Quantum Systems: Modeling
molecules and materials for chemistry and
physics.

Artificial Intelligence: Enhancing machine
learning algorithms through quantum speedup.

Financial
modelling

Artificial
Intelligence

Cyber
Security

Applications
of Quantum
Computing

Quantum
Cryptography

Weather
forecasting



Quantum computer threat

» Present asymmetric cryptosystems are mostly based on twc
problems:

» The discrete logarithm problem
» The integer factorization problem

» Classical attacks are atleast sub-sequential.

» The Shor’s quantum algorithm (Shor, 1997) proposes a theoretic;
attack which is of polynomial time.

Threat by Emergence of quantum computers.



Quantum computer threat

n-bit target Classical Quantum

Factorization exp(nt/3 log?/3 n)1-923 n3

DLP Finite field exp(n1/3 10g2/3 n)t-93 3
Elliptic curve on/2

Unstructured search n on/2

While the quantum Grover's algorithim does speed up attacks
symmetric ciphers, doubling the key size can effectively block these



https://en.wikipedia.org/wiki/Grover%27s_algorithm

How to build PKC

(Computationally)

hard problem

We must look here

Bounded-Error
Quantum
Polynomial-Time

Credits: Buchmann, Bindel 2015




 The threat today

“Post-quantum cryptograp
(classical crypto, quantum
secure)

What must be done?

1. Identify assumptions that are not quantum-broken (e.g., —eeds auanti™

. _ o\N-hOW’
lattice-based crypto, not RSA) ‘,::chn'\ues

2. Build cryptosystems based on those

3. Prove security - e
ossible

— without
“quantum
— literacy”?




Quantum Cryptography

Definition:
« Use of quantum mechanics principles to perform cryptographic tasks

Key Principles:
 Quantum key distribution (QKD)
 Quantum entanglement

Advantages:
 Unbreakable encryption
* Detection of eavesdropping




Quantum Protocols

Use quantum communication to make impossible tasks feasible
 Best known example:
Unconditionally secure key distribution

One-Time Pad
Low-latency encryption/decryption

 Possible today!
(No quantum computer needed.)

Message (@)

Message (@)

01001110  Encryption
(D+@2=0)

Internet, mobile network, etc.

Key (@)

|f Key (@) yf"
11101011 11101011 /=

QKD

' Key distribution by photons
D =0 =0 =90

é Detect any
' eavesdropping

attacks

[ ] m'

Photon

Fig: QKD




Random Number Generators

» Randomness phenomenon 1s important for wvariety of informat
applications.

» The types of random number generators (RNGs) can be divided in relatit
type of the generation process:

(i) Software RNGs (based on the deterministic software)

(ii) Hardware RNGs (based on the physical phenomenon i.e., classical or Quant




Random Number Generators

» PRNGs is a software-based algorithmm which generates randorr
deterministic source seed.

» TRNGs uses hardware-based inputs to create random values. The inputs
physical processes like thermal noise or atmospheric noise.

» QRNGs are devices that use quantum mechanical effects to produce the h
of randomness possible.

 Statistical tests offer a common approach to randomness testing. Widely /
suites like NIST, Diehard, testUO1.

 Mersenne Twister algorithm, Bell-Test (like inequalities) can ser
independent test for randomness.




QRNGs- Nature

PRNG TRNG
Efficiency Very efficient Generally efficient
Determinism Deterministic Non deterministic
Periodicity Periodic Non periodic

Classical RNGs

Quantum RNGs

Software based PRNG that

use algorithms are limited by the
original seed numbers

Physical RNGs achieve either
high entropy or high throughput,
never both

Vulnerable to quantum computers

Not limited by any seed numbers

Achieve both high entropy and high
throughput

Impregnable to quantum computers

T
Simulation Routing

Simulations for training
like pilot and heavy vehicle
can be done

Randomizing the routes
to prevent high level
security threats

I\o
PETREN
Quantum Random
Number Generator

Missile Firing

Random Numbers are

OTP Generation

Can be used as a Random
Number Genarator for the needed in missile and

seed generating OTP guiding systems

Sampling
It is an important
technique in statistical
analysis and Entropy can be
used to select purely
random samples

Fig: RNG: Apg

Mine Simulator
Simulation of mines
or other devices for
training purposes




Post-Quantum Cryptography

Definition:
 Cryptographic algorithms that are secure against quantum computer

Key Principles:
 Based on mathematical problems that are hard for qguantum computers
(e.g., lattice-based cryptography, hash-based cryptography).

Advantages:
 Compatibility with existing infrastructure
 Noneed for quantum hardware




 Quantum Crypto & Verification

/ Nothing to do (?)

For classical ~

protocols ‘?’?‘?

For quantum
protocols

Symbolic models

Existing tools?

/

Post-quantum

Computational crypto
crypto

“Classical” proofs

Formal methods
& security

Quantum
protocols

“Quantum” proofs




- NIST public-key crypto standards
* SP 800-56A: Diffie-Hellman, ECDH

* SP 800-56B: RSA encryption
* FIPS 186: RSA, DSA, and ECDSA signatures

all vulnerable to attacks from

a (large-scale) quantum computer

Crypto standards
[ | | R !
| Public key based I l ‘ Symmetric key based L Guidelines
0™ | — Signature (FIPS 186) S T :;;E:o.t;s i s ~ Hash usoge /security (800-107)
. l ~ Modes of operations (800 Transition (800-131A)
K blishment {800- . k
I | 5;:;: ;q ( G — Key generation (800-133)
: | l ~ SHA-1/2 (FIPS 180) and
e S O P 2. 0. —" B W—0 W_— SHA-3 (FIPS 202) — Key management (800-57)
| Tools . — Randomized hash (800-106)
—— RNG (WWA/B/C) —— HMAC (HPS '98)
. SHA3 derived functions {parallel
—— KDF (800-108, 800-135) hashing, KMAC, etc. (800-185)

»  Symmetric-key crypto (AES, SHA) would also be
affected, but less dramatically



Public-Key Crypto: Post-Quantum Scenario

» But, that’s not the end of PKC. Fortunately, there are at le
types of public-key cryptosystems.

» Code-based cryptography: McEliece encryption scheme, 1978
» Hash-based cryptography: Merkle’s hash-tree signature system, 1979
» Lattice-based cryptography: NTRU encryption scheme, 1996

» Multivariate-quadratic-equations: HFE signature scheme, 1996

Standards

» quantum resistance of popular symmetric cryptosystem, a big relief




NIST Competition &
Standardization




Post-Quantum Cryptography | CSRC (nist.gov)

NIST Competition

» On 5th July 2022, NIST has completed the third round of th
standardization process, which selects public-key cryptograg
algorithms to protect information through the advent of quan
computers.

» A total of four candidate algorithms have been selected for
standardization, and four additional algorithms will continue intd

fourth round.
» Public-Key Encryption/KEMs: CRYSTALS-KYBER
» Digital Signatures: CRYSTALS-Dilithium, FALCON, SPHINCS+



https://csrc.nist.gov/projects/post-quantum-cryptography
https://www.nist.gov/pqcrypto

THE FIRST THREE ROUND

ROUND 1 (DEC ‘17 — JAN ‘18)
* 69 CANDIDATES AND 278 DISTINCT SUBMITTERS

« SUBMITTERS FROM >25 COUNTRIES, 6 CONTINENTS _ KEM/Encrypﬂon m

« APR 2018, 157 NIST PQC CONFERENCE Lattice-based
Code-based 2 17 19

""—mmm

Symme Lattice-based

* ALMOST 25 SCHEMES BROKEN /ATTACKED
* NISTIR 8240, NIST REPORT ON THE 15" ROUND

Other Code-based 0 7 7
Total Multi ===~
ROUND 2 (JAN 18 - JUL *20) e R Ty T
* 26 CANDIDATES Gl e
Code-based 0 3
* AUG 2019 — 2" NIST PQC CONFERENCE P 3 >
Tota!
* 7 SCHEMES BROKEN /ATTACKED Symmetric-based 2 0
e NISTIR 8309, NIST REPORT ON THE 2"° ROUND Other 0 '
Total 6 G

ROUND 3 (JUL ‘20 — JUL '22)
* JUNE2021 - 3"’ ® NIST PQC CONFERENCE



Table 3: Third-Round Finalists

Public-Key Encryption/KEMs Digital Signatures
Classic McElece CRYSTALS-DILITHIUM
CRYSTALS-KYBER FALCON

NTRU Raimnbow

THE FIRST SABER
THREE
ROUND

Table 4: Alternate Candidates

Public-Kev Encrvption/KEMs Digital Signatures
BIKE GeMSS
FrodoKEM Picnic
HQC SPHINCS+

NTRU Prime
SIKE




ROUND-3 RESULTS

3" round selection (KEM) 3" round selection (Signatures)

I CRYSTALS-Kyber l CRYSTALS-Dilithium, Falcon, SPHINCS+

See NISTIR 841 3, Status Report on the 3™ Round of the NIST PQC Standardization Process, for the rationale on the selections

4" round candidates (all KEMs)
evaluated for 18-24 months

o ClassicMcEliece
o BIKE
o HQC
o SIKE

On-ramp signatures

» NIST issued a new call for additional

signatures — preferably for signatures
based on non-lattice problems




* Classic McEliece
* NIST is confident in the security
* Smallest ciphertexts, but largest public keys
* We'd like feedback on specific use cases for Classic McEliece

* BIKE
TH E KE MS * Most competitive performance of 4™ round candidates

IN THE 4t

* We encourage vetting of IND-CCA security

* Offers strong security assurances and mature decryption failure rate analysis
* Larger public keys and ciphertext sizes than BIKE

* SIKE

* The SIKE team acknowledges that SIKE (and SIDH) are insecure and should not be used




PQC Candidates -
Code based




Code-based Crypto

One of the most promising PQ-candidates

» An alternative offered by algebraic coding theory which has a firm, well developed
background

» Code-based cryptosystems rely on some of the hard problems related to some specific i
such as

» General Decoding Problem
» Syndrome Decoding Problem
» Goppa Code Distinguishing
» The basic essential properties of a prospective code:
» To be from a sufficiently large family

» To have efficient decoding algorithms




Q@ Algorithm

o KEM consists of Key
generation, Encapsulation and
Decapsulation

o Key generation ()

Classical parameter set = Py and Sy
McEliece Px= mt x (n — mt)
S, = s, L, Goppa poly
o Encapsulation ()
Ence, () = (K. o)
o Decapsulation ()

Decs, (10) = (K, e)

© Hard Problem

e Hardness is decoding a
general linear code

o GDP: Given an [n,k] code C
over F,, an integer t; and a
vector ¢ € g, find a
codeword x € C with
d(x,c) <ty




Classical
McEliece

Implementations

© Software

o Implementation in ARM
Cortex-M4, with 256 KiB
RAM and 2 MiB flash memory

o Clock speed 168 Mhz, OS
type-FreeRTOS v10.0.1

e 482,594 cycles for
encapsulation and 2,291,003
cycles for decapsulation and

1,589,600,267 for Key
generation.

© Hardware

o Implementation in Xlilinx
Artix 7 FPGA

@ most time consuming
operation of Classic McEliece

is the systemization of the

oublic key matrix during key
generation.

o key generation in 5.2 ms to 20
ms, encapsulation in 0.1 ms
to 0.5 ms, and decapsulation
in 0.7 ms to 1.5 ms for all
security levels on an Xlilinx

Artix 7 FPGA




Security Parameter Sizes

>

vV v v VvV VvV

mceliece-6960119 parameter set: 1047319 (1MB) bytes for public key. 13908
secret key.

mceliece-8192128 parameter set: 1357824 bytes for public key. 14080 bytes fc
mceliece-6688128 parameter set: 1044992 bytes for public key. 13892 bytes for
mceliece-460896 parameter set: 524,160 bytes for public key. 13,568 bytes for se
mceliece-348864 parameter set: 261120 bytes for public key. 6452 bytes for secret

Constant time software (measured on Haswell, larger parameters): 295932 cycle
enc, 355152 cycles for dec (decoding, hashing, etc.)



PQC Candidates -
Lattice based




Lattices-Intro

» Lattice-based Cryptography is the recent innovation in the fundamentals of ¢
laying foundations to strengthen the weak cryptographic policies & the
security protocols.

» It uses high-dimensional geometric structures to hide information, creating prokt
are considered impossible to solve without the key even by universal faul
quantum computers. Hence termed as quantum resistant cryptosystems.

» Some lattice-based cryptosystems namely GGH, Piekert’s Ring -Learning with Error:
LWE) Key Exchange, NTRUEncrypt, The Micciancio Cryptosystem and few others W
construction is based on the presumed hardness of the lattice problems.

Among those NTRUENcrypt is still considered secure since its inception by Jeffre
Jill Piper and J Sulliven in 1998.




Lattices Hard problems

» Some general Lattice problems used in cryptographic primitives are:
Shortest-Vector Problem (SVP)

Approximate Shortest Vector Problem (a-SVP)
Shortest In-dependent Vector Problem (SIVP)
Closest Vector Problem (CVP)

Approximate Closest Vector Problem ( a-CVP)
Bounded Distance Decoding (BDD)

Shortest Integer Solution problem(SIS)

VvVvvVvVvyYVYVYY




LWE

>

>

>

>

The LWE (or Learning With Error), in the first
instance, is a generalization of the problem
Learning from parity with error.

This problem is equivalent, to the SIVP or Shortest
Independent Vector Problem of a lattice, in terms
of difficulty.

MLWE - Learning With Error other Module Lattices
is considered as lattices between those used in

the LWE problem definitions and those used for
the Ring-LWE problem.

The Module-LWE offers a compromise between the
two extremes of the LWE and the Ring-LWE.

The LWE problem:

e Given uniform A € Z*x*/
@ Given "noise distribution” y

@ Given samples As+e, with e < v
@ Search version: find s

@ Decision version: distinguish from uniform random_

Hard problem?

 Find the secret vector s, to
given point t, In a given
random lattice A.

 In short, a Closest Vector
Problem(CVP), where given
a target point in a lattice,
find the closest vector.



Parameters
The three paramter sets for Kyber variants Kyber-512, Kyber-768 and

Kyber-1024.
variant n | k q 0 quantum bits of security
Kyber 512 | 256 | 2 | 3329 | 2~ 178 100
Kyber 786 | 256 | 3 | 3329 | 2—164 164
Kyber 1024 | 256 | 4 | 3329 | 2~ 174 230

Where n=degree of the polynomial, k= size of polynomials, g= modulc
(g =1 mod 2n), 0= decryption failure.

@ Kyber comes in three security levels. The size vs. security tradeof|
are showed below with RSA as a pre-quantum comparison:

Variant Security level | Private-key size | Public-key size | Ciphertext size
(Bytes) (Bytes) (Bytes)
Kyber 512 AES-128 1632 800 768
Kyber 786 AES-192 2400 1184 1088
Kyber 1024 AES-256 3168 1568 1568

While AES keys are still smaller, Kyber key sizes are in the same magnitude
wherein the case of Classic McEliece which is even in the megabyte range.




CRYSTALS-Dilithium

» CRYSTALS-Dilithium (digital signatures) was selected for its strong security and excellent perfo

expects them to work well in most applications(July 05, 2022). In addition, the signature schem¢
SPHINCS+ will also be standardized.

» CRYSTALS-Dilithium is a lattice-based digital sighature scheme whose security is based on the harc
short vectors in lattices.

» |t is based on the” Fiat-Shamir with Aborts” technique of Lyubashevsky which uses rejection sampling
lattice-based Fiat-Shamir schemes compact and secure.

» It has the smallest public key + signature size of any lattice-based signature scheme that only uses unif
(avoids all uses of discrete Gaussian sampling).

» The strength of a CRYSTALS-Dilithium key is represented by the size of its matrix of polynomials. For exa
CRYSTALS-Dilithium (6,5) has a matrix size of 6x5. The larger the matrix size, the stronger the key

bx4 matrices | 6x5 matrices

Public key 1.5kb 1.8kb
Signature 2.7kb 3.4kb




(Hybrid) Quantum Security
Applications




PQC Applications

» Create a plan to replace the vulnerable algorithms with post-c
algorithms as they become available.

» Prioritize those systems that store or transfer your most sensitive

» This will probably mean updating your old operating systems, and
even your old hardware.
» RSA, DSA, ECC, DH - the actual vulnerable algorithms
» TLS, SSH, S/MIME, PGP, IPSEC - protocols that depend on these vulnerable algorithms
» VPNs, Kerberos - protocols that may depend on these vulnerable algorithms

» Browsers, encrypted messaging, disk encryption, authentication schemes - applications that (potentially
these protocols and vulnerable algorithms.




When to
act

» Decision makers have three options
to mitigating PQC threats.

Option 1: Adopt post-quantum
cryptography solutions today

Option 2: Retrofit systems with post-
quantum cryptography solutions
later

Option 3: Focus only on enhancing
traditional encryption protocols

Timelines for mitigation scenarios

Option1

Adopt post-quantum
cryptography (PQC) solutions
today

Option 2
Retrofit systems with PQC
solutions later

Option 3
Focus only on enhancing
traditional encryption protocols

2022 2030
Switch to early Potential future switc.h‘
POC solutions to new POC standard

| Retrofit to future
POC standard

No switch to PQC, leaving data and |
systems vulnerable to guantum

computing—powered attacks




QUANTUM CRYPTOGRAPHY

Quantum Cryptography has Numerous Applications

Banking &
Finance

Core Banking
Database

Government

Citizens Unique
Identifier Database,
Classified Data

Critical

Infrastructure

Authentication
Records

Defense

Voice and Data
Communication

IP
Protection

Research &
Development
Documents

Healthcare

Health
Records




Quantum-Secure Cryptography in Messaging Apps

Classical Cryptography Post-Quantum Cryptography (PQC)
Not quantum secure With end-to-end encryption by default
Level O Level 1 Level 2 Level 3 Future
No end-to-end End-to-end PQC key PQC key PQC key
encryption encryption establishment establishment i establishment
by default by default only + : +
Ongoing PQC :  Ongoing PQC
rekeying rekeying
: +
PQC
authentication
NEWW A isiivisesssssessasatestsaines’
QQ Line Signal iMessage
Skype Viber with PQXDH with PQ3
Telegram WhatsApp
, , Protection against current threats Protection against
WeChat Signal (previous) from quantum computers including future threats from
iMessage (previous) "Harvest Now, Decrypt Later” quantum computers

Note: This comparison evaluates only the cryptographic aspect of messaging security, and therefore focuses on end-to-end encryption and quantum
security. Such a comparison doesn’t include automatic key verification, which we believe is a critical protection for modern messaging apps. As of the

time of this writing, only iMessage and WhatsApp provide automatic key verification. The iIMessage implementation, called Contact Key Verification, is
the state of the art — it provides the broadest automatic protections and applies across all of a user’s devices.




Augments Quantum Security Systems
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<

((b Cloud Security
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- = MFA Server fﬁ\ Payments
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aﬁ Automobiles @ Control Systems

1]l Central
QKD TJI'T Key Server KV Key Management

= Direct Short Q

(=) Secure Links @ Secure Key Vault

Last Mile
Quantum Key Delivery

Hybrid
Quantum
Security

Secure Random Key
. Generation, Distribution

QRNG - —
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Data Centre
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Authentication
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Blockchain
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Projects PoCs




Areas of R

* Design of Proprietary Block Ciph
Ciphers

* Development of Cryptanalysis tools
and Block ciphers

* Randomness and Test suites for Crypta

algorithms, authentication * Machine learning approaches for Crypt

algorithms, Al, cryptanalysis and * Design of Secret Sharing schemes
key management in loT. * SAT and SMT Solvers based Cryptanalysis

* High performance computing for Cryptanal

* Lightweight Cryptography

* Design and analysis of Image Encryption Methods

 Authenticated Encryption with Associated Data
Schemes

* Key Managementin loT

Cryptography and
Cryptanalysis

dm

dm

Leading research group working in
designh of customized encryption




Quantum & Post
Quantum
Cryptography

Research group working in
code and lattice based
cryptography, Post Quantum
and Quantum cryptography.

Post Quantum Crypto
* Code based Cryptograp

and Cryptanalysis
e Lattice based Cryptography
and Cryptanalysis
Quantum Cryptology:
* QKD
* QTRNG

 Quantum Cryptanalysis



Research Areas & Expertise Developed

The design of proprietary block ciphers and stream ciphers is a critical area of
research and development in the field of cryptography, especially for
specialized applications requiring customized encryption algorithms.

Data Protection

(Encryption) Solutions

Research Topics:

e Design of Proprietary Block Ciphers and Stream Ciphers
e Development of Cryptanalysis tools for of Stream and Block ciphers
e Randomness and Test suites for Cryptanalysis

HOW ENGRYFTION WORKS e Machine learning approaches for Cryptanalysis
s e Design of Secret Sharing schemes
L—J1 1 wd I C; e SAT and SMT Solvers based Cryptanalysis
Messoge ? ? esiage e High performance computing for Cryptanalysis

) ypLion Key

o Lightweight Cryptography

e Design and analysis of Image Encryption Methods

o Key Management in loT

e Authenticated Encryption with Associated Data Schemes.

ENCRYPTING DATA AT REST AND IN TRANSIT

. =L

= [ = [

APPLICATION LAYER
ENCRYPTION PROTECTS DATA WHMILE IN USE

Software tools/PoCs:

e Developed Indigenous stream and block ciphers
e Developed various cryptanalysis tools.
e Developed a Tool kits

STORACE DEVICES DATABASES FILE STRUCTURES
ENCRYPTION PROTECTS DATA AT REST

Features Notable Projects
»» Encryptors provide network independent
data-in-motion encryption (Layers 2, 3 and 4)

»» Various Government agencies
** Public Sector Enterprises.
»» Cipher-suite with variable key length

Application areas

*» High-performance and scalable data »» Data Centers

e ti ° °
. e B Felmcona o Publications: Journals 14, Conferences: 6
»» Lightweight cryptographic primitives for Re- :: :'-l?ra[ljthcare IP Encryptor

source constrained environment >» Aouto:.“::ne,: - U Se rS : SAG - D RDO ) CAI R' D RDO




Research Areas & Expertise Developed:

S
#"é & D
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%

Test the strength of Random sequence & Cipher_Ssg¥ » Testing the randomness of a sequence generated by classical/ Quantum
Purpose generators
g TEpeoReUn G S « Evaluation of strength of a cryptosystem and crypto primitives.
This Tool-kit allows users to self-validate their cryptographic systems and . .
detect any vulnerabilities or weaknesses. » Generation of Non-linear components of a cryptosystem.
Y [ PRNGs | gms TRNGs Jm | QRNGs
% sclthwar:e baiedh i ha;dg’vire band devices that ur51e |
algorithm whic Inputs to create quantum mechanica .
O | hoesrrom . intsregenenaly | S or Research Topics:
Z eterministic source : eSICSrm;Oi)Siz(zsor randomness possible .
E seed. Iatmg;pherilcnoise. ¢ RandOmneSS'TeSt]ng (TRNG/PRNG/QRNG)
* S-Box Testing
Features

MDS Matrix generation and testing

> Pseudo Random number generators

> NIST Test suite

> Diehard Test suite :

> TestUO1 Soe, A

> CRR Test suite "R

> Picek S-Box Test

> PEIGEN S-Box Test

> MDS Tool

> Mixed Integer Programming
Expressions.

> Linear cryptanalysis o car !

> Differential cryptanalysis -

> Algebraic cryptanalysis ° Jou rnals. 6

« Linear/Differential/Algebraic Cryptanalysis

ST <
AR PFTRENY

Quantum Random
Number Generator

MILP based cryptanalysis

guiding systems

Publications:

. Conferences: 4
Software tools/PoCs: Developed a Tool kit for
i. Checking the strength of a crypto primitives and randomness.

ii. Generation of efficient crypto primitives

Users: DRDO, NTRO, QuNu

The automated suite provides various randem test suites & cryptanalysis methods



The proposed toolkit looks like

Crypt-Tool

CrypTocl 2.1 (Nightly Build 8805.1) - AES PKCS5.cwm

JE\ y
i @ ]
Home [ Edit  Crypto Tutorials ) about -

WNM' E‘:‘-}Openv HSave @Prim \E) 9 .Lﬂg (A7 @ K @

Startcenter CrypToolStore  CrypCloud  Updates  Seftings  Help

File P Bxecute | View Bxtras i
Companents Qv | Swrcemter x| 455 AESwith PKCSS5 X |
E Search B
Classic Ciphers « B -
MW 2l rrrrrrrrrr s s TP .
[E] ADFGVX
": Caesar = =
Crypto Number Tat In cryptography, the Advanced Encryption  ~ 80 C72C47TD222 CFDBOF52 2806 DF BT 0E G2 ~
Standard (AES) is an encryption standard TEEFOEVFECF5 235904 55A41120C13 2B E0 BA
iz Enigma adopted by the LS. govemment, The 1 1509 A9 1128 AD F7 BA 60 46 28 FE 47 £3 AD 6D
. standard comprises three black ciphers, AES Encrypt 34BA1426C0964035 B4 BAGFB497 173546
@ Fialka AES-128, AES-192 and AES-236, adopted d b CCCIE45873D8ECTF212930C039B9 7B 95
A from a larger collection onginally published 17B2B6 3593 E1 6E 68 02 1F 79 5C BAGT 2C5A
gy Hill Cipher as Rijndael, Each AES cipher has a 128-bit 6209 34 63 40 5189 82 D3 68 8243 87 1D 89 42
block size, with key sizes of 128, 192 and BE2653 A061 1765 AFF5 97 8F 2A1E300C 54
E LAMBDAI 256 bits, respectively. The AES ciphers have 7628 0C 1F 55 14 8D 85 A7 F0 06 DA 37 CB 7D 96
ﬂ Lorens S742 been analyzed extensively and are now D7DBEAB7B9DCBOG24T TFAT3B46E213DF
orenz 1,535 characters, 1 line
I
= M3 :
Ciphertext
E M209
ﬂ Nihilist .
ALSEO < > —>
Playfai prer— =
* Purple
E RailFenceCipher Sonder Password PKCS5 Comparator Test Result
@ Soytale d
In cryptography, the Advanced Encryption Standard
@ Modem Ciphers > > (AES) is an encryption standard adopted by the US.
. - B—1p - 5t. ﬂua government. The standard comprises three block
i Steganography oo z e ciphers, AES-128, AES-192 and AES-256, adopted
(? E from a larger collection originally published as
/' Hash Functions i ; hi '
1 e Rgndael. E_ach AES cipher has a 128 !:ut block size,
_il 0% L with key sizes of 128, 192 and 256 bits, respectively.
C - AES Dec StringEncoder ' i
ryptanalysis e — rypt g The AES ciphers have been analyzed extensively and
are now used worldwide, as was the case with its
Q Protocols predecessor, the Data Encryption Standard (DES).
\% Tools 500 characters, 1 line
| [y Decrypted Ciphertext
6% 00— | i




Secure Computation

Achieve both Security and Utilization of Data

»» Secure Computation is a technology enables computational processing with
distributed/encrypted data in secure computing environment.

» We develop various secret sharing and multi-party computation protocols
for various data security application.

» |t enables secure data distribution outside the organization in fields such as
finance, medical and healthcare, manufacturing, and government agencies.

Secret Sharing Method

Secret sharing is a method that allows a trusted authority (the dealer) to
distribute a secret or a number of secrets among some target participants
with the intention that certain predetermined groups of participants can
collaborate to recover the secret or secrets.

hacked one server
and only got
random
distributed data.

Compute
Distributed Data distribu'?ed data

O
R

User A

attacker
Integrate

'y the results O
[
I can't see
j data each — "
1 other U c
l Result ser
Distributed Data
m a Use Cases

> Cloud Security

>Database Security

>Secure Backup

> Blockchain and Cryptocurrency
>E-Voting

> Privacy Preserving ML

m

User B C@) Secure Computation

> Supports multiple secure computation methods Like

Secret Sharing, Fully Homomorphic Encryption, Data Privacy
> Easy development of secure computing applications
> Consulting and total integration capabilities

Company A
Group )
Integrate Analysis of
User Data
owned by group companies
E Customer segment analysis
Company B . .
« Analyze attribute info of
[sHop | e Users using group
F777Y companies’ services
m = + Plan new marketing
k/

measures

Company C Company A
. Gain insights using third-party data
Secure Computation e B party
>|ssue: group companies that user data owned by each company
cannot be provided to other companies.
Company D >Enables integrated analysis of user data of group companies and

precise analysis of customer segments.

= Research Areas & Expertise Developed
We developed various secret sharing and multi-party computation protocols
for various data security application.

= Explore the potential applications of SS and the Threshold Sighature model
within the blockchain and distributed systems framework.

= |t facilitates secure data sharing across organizational boundaries in
industries like finance, healthcare, manufacturing, and government.

= Design of SS protocols that satisfy the conflicting demands of efficiency,
scalability, verification transparency, and protection against unauthorized
access presents a significant challenge.

Research Topics:

e Secret Sharing Schemes
e Multi-Party Computation
o Secure Data Distribution and Computation
e Fully Homomorphic Encryption
« Data Privacy
Software tools/PoCs:

e Developed application using Publicly verifiable secret sharing schemes and
implemented in client server application for secure storage.

Publications: ¢ Journals: 24, Conferences: 8
Users: NTRO



Lightweight
Cryptography

Lightweight cryptography is designed to protect information
created and transmitted by the Internet of Things, as well as
for other miniature technologies.

Key Research Areas

Lightweight
Symmetric key
Ciphers
Key Components Key Components Key Components
Stream Ciphers & Encryption ECC DH,
Block Ciphers (protect confidentiality)  ECC DSA Bilinear pairings,
(protect confidentiality) Authentication Post-Quantum key exchange
(integrity & authenticity) and short signatures
Features

Lightweight Block Ciphers
-Block Size Reduction

-Key Size Reduction

-Simple Round Creation
-Simple Key Sch=dule Design

Lightweight Hash Functions
A - Output Size Reduction
) ) -Message Size Reduction

ECC

-Memory Requirement Reduction

-Energy Consumption Reduction

-PF & Group Arithmetic Optimization
Speed Improvement

Lightweight Stream Ciphers
-Chip Area Reduction

-Key Length Reduction
-Internal State Minimization
-Key/IV Setup Cycle Reduction

Use Cases
» |loT (Internet of Things) Devices

» RFID Tags
» Embedded Systems
» Wireless Sensor Networks

» Mobile Devices

 Research Areas & Expertise Developed
- Lightweight cryptography focuses on designing cryptographic algorithms
and protocols that provide strong security guarantees while being efficient
in terms of computational, memory, and power resources.

- We developed cryptographic algorithms tailored for resource-constrained
environments such as loT devices, mobile devices, and embedded systems.

Research Topics:

o Designing of efficient Lightweight block and stream ciphers

e Efficient authentication methods for embedded systems

e Lightweight adaptations of public-key schemes.

 Authentication and Key Exchange: Lightweight protocols for secure
communication, such as key exchange and mutual authentication, are

critical for constrained devices.

e« Zero-Knowledge Proofs (ZKPs): Zero-knowledge proofs are often
considered too computationally expensive, but researchers are working on
lightweight versions to enable privacy-preserving protocols in constrained
environments.

Software tools/PoCs:
e Cryptanalysis tools for lightweight block ciphers.

Publications: e Journals: 3, Conferences: 2
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loT Network Security
Framework

in our homegrown Security framework for loT with

proprietary Encryption and Authentication algorithms
resistant to various cyber attacks

-
I LiLLl | Server ad] d
| :{{ = E | AWE baT
I E = E I Oawles Managamend
T 55 | -.
0@ = T L.
/ c sis&  Download data i
6.0 Bluetooth 147 Made 4 Paraliel Frzgmmmg Local machine
= ' \
- | )
30 ., / h

I
I
I
I
High Perfomeance Compubng

Feursl Cryplanay s

End-to-End Propriztary Seoulfy SEclsfion for loT Flatiom

&4-Bit Block size/ 128 Bit Key
1 TEA -Tiny Encrytption Algorithm
2_¥-TEA -eXtended TEA
3. PRESENT
4 SIMON
5.RCS
Security Algorithms & SPECK
J.HIGHT

loT Kode

Design, Develop and Test
your own Security prntuculs mTEnmEr

AEAD
Authenticated Encryption with Associated Data

PENTESTIMNG
sniffing of the Traffic between Mode and Gatewa'r

DPl
Deep Packet Inspection using Wireshark

Cloud Computing
Storage of Information Over the Cloud

e Research Areas & Expertise Developed

An Internet of Things (lol) system connects a device through various network
Interfaces to a cloud that houses the platform and applications that offer services
that lol service consumers employ.

e In order to ensure that security and identities are appropriately managed,
configured, and monitored within the domain Iin accordance with policies,
regulations, and agreements, domain management of security and identity
functions within domains is used.

e High speed data generation using lol device for Testing Encryption algorithm

e Design and develop lightweight encryption algorithms

e AEAD Schemes on lol Devices

e Design loT Security using Proprietary Algorithms

e Al/ML techniquesin loT

Research Topics:

e Applying Lightweight encryption schemes to lol devices

e Authenticated Encryption with Associated Data for keyless authentication
e ML/DL Soft Computing Techniques

e Design of LLMs for Encryption classification / Identification

e Use cases:

e Medical loT (loMT), Applying Security frameworks for Internet of Medical Things

(IoMT)
oy



Lightweight Blockchain Based
Authentication Scheme
for loT Security

)

r

Key \
Components K

loT Lavers

» Robust, verifiable, authenticated lightweight group
key management protocol frameworks, applicable

to loT environment

= Security analysis - Scyther & AVISPA (Automated
Validation of Internet Security Protocols and

Applications)

Applications & Devices

Seourity |ssues & Seourity Measures
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« Weset up adev environment to build
smart contract(s) for the authentication
protocol using blockchain.

s Use Ethereum or Knuct

©
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» Secure boot for (battery operated)

loT devices

* Small size root of trust

implementations

» Digital fingerprinting

of messages

» RFID tag message counterfeiting

protection

= Vehicle-to-Vehicle communication

= Research Areas & Expertise Developed
Focusing on enhancing both the efficiency and security of
authentication protocols tailored for resource-constrained loT

environments.

Research Topics:

e Exploring methods like homomorphic encryption and zero-knowledge
proofs within blockchain
o Efficient Consensus
Environments.

o Lightweight blockchain-based authentication techniques for IloT
(Internet of Things) security focus on utilizing the decentralized,
tamper-resistant, and transparent nature of blockchain to secure loT
devices and their communications, while also addressing the resource
constraints (limited processing power, memory, and energy) of loT
devices.

e Research in lightweight cryptography spans multiple areas, including
algorithm design, hardware implementation, and application scenarios.

Mechanisms in Resource-Constrained

Software tools/PoCs:

o A lightweight authenticated protocol for securing industrial management
systems: loT as use case.

Diikkhls~cantianmee lAnatirnalece 4 CAanfarancacs 9 Datantee 1
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‘"‘“‘\ Post Quantum
sy Security solutions

We offer post-quantum cryptography solutions,
featuring advanced

algorithms designed to resist future
quantum computer attacks. m

Speed is vital for HSM selection due to the rising demand
for crypto-operations using AES, RSA, ECC, SHA-256.

CRYSTALS-KYHER
LR TALS: NI i, im
FALLOH

SPHIKCET

PQC mtrc:duces quantum-resistant primitives like
lattice-based or code-based cryptography.

In H5Ms, FPGA technology provides robust security for
sensitive banking data.

Its flexibility and parallel processing enable rapid
encryption and decryption, ensuring real-time protection.

FPGA implementation of Post Quantum Cryptography{PQC) KYBER-KEM and
Dilithium Digital Signature schemes -XILINX ZYMNQ ULTRA SCALE+

* Enhanced Security

* Accelerate Performance
£ . & | K= & ¥ & NN . FUturE- Prl:ll:lﬁ ng

- #* Customizability

* Compliance and Standards

| |
_
® Sralability and Flexibility

Timing Similuation Output for the FPGA

= Research Areas & Expertise Developed
Design and analysis of lattice and code-based Post Quantum Secure Key
Encapsulation Mechanisms, Encryption schemes and Digital Signatures.

Expertise Developed

Hardware implementation of NIST PQC Finalists CRYSTALS KYBER & CRYSTALS
DILITHIUM.

Applications:

 Hardware Security Module (HSM)

* Industrial communication protocols like TLS 1.3/SSH/VPNs
» Software and firmware updates

* Secure emailing and messaging

Software tools/PoCs:

1. Design and analysis of lattice based PKE - DRDO(2011-2013)

2. Design and analysis of code-based PKE - DRDO(2013-2015)

3. Hardware implementation of NIST PQC Finalists KYBER -KEM and Dilithium on
Xilinx FPGA- an industry project

e Software tools/PoCs/APIs
PoCs implemented- currently under progress

Users: Govt and Defence sectors , Cybersecurity Industry
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Contact me:

@ @ / . @ @

+91-8297852575
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A Brief History of Quantum Computing ( Copyright:
Quantumpedia )

Theoretical Foundations

1900 1935 1964 1970 1980 1981
- - - - ® - Emergence

Planck’s The EPR Paradox Bell’s Inequality Birth of Quantum First Conference on Feynman's Quantum
Quantum Hypothesis Information Theory  Physics and Computation Computer Proposal Discovery of
” ‘ Topological
Quantum order

1982 S ?.
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Development SR XK=X
2000 1996 1994 1994 1985 1984 Benioff's Quantum
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First Trap lon DiVincenzo Criteria  Grover’s Algorithm Shor's Algorithm Deutsch's Universal Quantum
Quantum Computer For Quantum Computer Quantum Computer Cryptography
(BBs4 Protocol)
2004 By IBM
&
Circuit
QED
Demo.

Ongoing Advancements

2007 2007 2013 2016 2019 2020 2021 2022
& % B @ & & i &
The Transmon D-Wave One Rigetti Microsoft Google IBM C T
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